Disclaimer, Terms of Use, and Copyrights
The following document is developed by Person-Centered Tech, LLC and is offered for educational purposes. It is not offered with any intent or implied warranty of fitness for a particular purpose nor is there any warranty, guarantee, or general claim that this will in any way provide any particular level of legal protection.
This document is not a substitute for legal advice or consultation, nor is it a substitute for clinical or ethical consultation or advice. State laws and licensing board rules vary, as do the needs of individual clients. You must modify this document – or rule out its use – as necessary according to your local laws and rules as well as the needs of your clients and your practice. 

Unless otherwise prohibited by law, Person-Centered Tech, LLC will not be liable to you or to any other third party for: (a) any direct, indirect, incidental, special, punitive, or consequential losses or damages, including, but not limited to, loss of profits, loss of earnings, loss of business opportunities, or personal injuries resulting directly or indirectly from use of this document; or (b) any losses, claims, damages, expenses, liabilities, or costs (including legal fees) resulting directly or indirectly from use of this document. The conditions in this paragraph apply to any acts, omissions, and negligence of Person-Centered Tech, LLC that would give rise to a course of legal action. You agree to indemnify and hold harmless Person-Centered Tech, LLC against all claims and expenses (including attorney fees) arising from the use of this document.

This document is provided “as is.” Person-Centered Tech, LLC grants you right to use this document in your own health care practice. Your right to use this document is non-exclusive and may not be transferred to others. You may copy or modify this document according to your individual business needs, but you may not distribute copies of this document nor may you distribute documents derived from this one. You are also prohibited from using this document for educational purposes without prior written consent. 

This document is © 2014 Person-Centered Tech, LLC
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I. How to Use This Document

This was one of the more challenging sample forms to create for these reasons:
1. No two electronic record setups are exactly alike. I had to write this document to cover the ways that they are typically set up. You will need to modify the sample form to accurately reflect your set up, policies, and procedures.

2. The definition of “record” is nebulous and broad. A “record” is anything you record about treatment for a client, consultation around a client’s care, etc.

You’ll Need to Understand Your Record-Keeping Setup “Well Enough”

In order to make this sample form match your practice, you’ll need to know enough about your record-keeping setup to accurately describe it. You’ll also need to know if the security measures described in this sample form describe the ones you actually have in place.

If you are unfamiliar with the security measures described in this sample form, it is likely that you would benefit from training in the use of technology in mental health practice, especially as it relates to “digital confidentiality.” To this end, Person-Centered Tech offers numerous free articles, our monthly live webinar series, self-study online trainings, and in-person training events that cover these topics at www.personcenteredtech.com. The live webinar on Digital Confidentiality is perfectly matched to gaining the competency necessary to complete this sample form: Digital Confidentiality According to Professional Ethics and HIPAA. 
Consider This A Chance To Analyze Your Electronic Record-Keeping Practices

In my risk analysis consulting practice, I frequently see situations where practitioners end up keeping electronic documents that contain confidential information in numerous different places. E.g. the clinician has an online medical record system, and she also writes up reports and receives electronic FAXes from other clinicians on her laptop. In this case, the clinician has records online and also on her computer, all of which need to be kept secure and backed up. Often, risks can be reduced and the practice made more efficient by “picking one,” as it were, and creating practices where the number of devices and services that store records are minimized, while improving – or at least not interrupting – clinical effectiveness. 
If while modifying this sample form to fit your practice you see that the form becomes overly complex, the form may be mirroring your record-keeping setup. Consider performing a risk analysis to find ways to reduce both security risks and inefficiencies. We can help at www.personcenteredtech.com. So can our colleagues at www.tameyourpractice.com and www.quirkconcepts.com. 
Which Sample Form Do I Use?
If you keep records in an online system, use sample form II. If you keep records on your own equipment, use form III. If you do both, you’ll need to combine II and III. 
II. For Cloud-Based Records:
Most people who keep records on Internet servers, aka “the cloud,” do so using systems that are designed for keeping health records. This sample form is written with that in mind. If you do not use such a system, but you do keep records on an online system, be sure to modify this form so as to describe the way you do keep records.

It is your responsibility to make sure the claims in this form are accurate to your specific practice and circumstances and that it remains so. Note, however, that this sample form describes a minimum standard of care (or possibly sub-minimum depending on your local laws, ethical expectations, and as time goes on and standards change). If your record-keeping system does not meet the level of security described below, consider working to improve that.
Electronic Records Disclosure
I keep and store records for each client in a record-keeping system produced and maintained by [NAME OF COMPANY.] This system is “cloud-based,” meaning the records are stored on servers which are connected to the Internet. Here are the ways in which the security of these records is maintained:
· I have entered into a HIPAA Business Associate Agreement with [NAME OF COMPANY]. Because of this agreement, [NAME OF COMPANY] is obligated by federal law to protect these records from unauthorized use or disclosure. 

· The computers on which these records are stored are kept in secure data centers, where various physical security measures are used to maintain the protection of the computers from physical access by unauthorized persons. 
· [NAME OF COMPANY] employs various technical security measures to maintain the protection of these records from unauthorized use or disclosure. 
· Consider finding descriptions of security measures on the company’s website and including them here. 
· I have my own security measures for protecting the devices that I use to access these records:

· On computers, I employ firewalls, antivirus software, passwords, and disk encryption to protect the computer from unauthorized access and thus to protect the records from unauthorized access.

· With mobile devices, I use passwords, remote tracking, and remote wipe (include any other security measures you use on your mobile devices) to maintain the security of the device and prevent unauthorized persons from using it to access my records. 
Here are things to keep in mind about my record-keeping system:

· While my record-keeping company and I both use security measures to protect these records, their security cannot be guaranteed. 
· Some workforce members at [NAME OF COMPANY], such as engineers or administrators, may have the ability to access these records for the purpose of maintaining the system itself. As a HIPAA Business Associate, [NAME OF COMPANY] is obligated by law to train their staff on the proper maintenance of confidential records and to prevent misuse or unauthorized disclosure of these records. This protection cannot be guaranteed, however.
· If any other parties have access to your electronic records, identify them here. 
· My record-keeping company keeps a log of my transactions with the system for various purposes, including maintaining the integrity of the records and allowing for security audits. These transactions are kept for find out from your record provider how long these logs are kept and report that here. This information is specifically required by the ACA Code of Ethics. 
III. For Records Kept On One’s Own Computer:

It is your responsibility to make sure the claims in this form are accurate to your specific practice and circumstances and that it remains so. Note, however, that this sample form describes a minimum standard of care (or possibly sub-minimum depending on your local laws, ethical expectations, and as time goes on and standards change). If your record-keeping system does not meet the level of security described below, consider working to improve that.
Electronic Records Disclosure

I keep and store records for each client electronically, using the following resources:
· Describe the computer you use in general terms, e.g. a laptop, a desktop, etc.
· If you use record-keeping software on your computer, describe it here
Here are the ways in which the security of those records is maintained:
Include items which are applicable to you
· On computers, I employ firewalls, antivirus software, passwords, and disk encryption to protect the computer from unauthorized access and thus to protect the records from unauthorized access.

· With mobile devices, I use passwords, remote tracking, and remote wipe (include any other security measures you use on your mobile devices) to maintain the security of the device and prevent unauthorized persons from using it to access my records. 

Keeping Backups

Option 1) If you keep your own backups:
If you keep backups yourself, such as by using external hard drives, thumb drives, or the like, use this option. Remember that if you use these kinds of backups and also online backups, you’ll need to combine both options.
To help prevent the loss or damage of records, I keep backups of them. Here is how I keep them backed up:

· Describe what you use to back up your files
I maintain the security of those backup devices using the following security measures:

· Describe how you secure your backup devices, including encryption and physical storage.
Here are things to keep in mind about my record-keeping system:

· While I use security measures to protect these electronic records, their security cannot be guaranteed. 

· If any other parties have access to your electronic records, identify them here. 
Option 2) If you use online (“cloud”) backups:
If you use an online, or “cloud,” backup service, use this option. Remember that if you use online backups and also your own backups, you’ll need to include both options.
To help prevent the loss or damage of records, I keep backups of them using an online backup service produced and maintained by [NAME OF COMPANY.] This service is “cloud-based,” meaning the backups are stored on computers which are connected to the Internet. Here are the ways in which the security of these backups is maintained:
· I have entered into a HIPAA Business Associate Agreement with [NAME OF COMPANY]. Because of this agreement, [NAME OF COMPANY] is obligated by federal law to protect these backups from unauthorized use or disclosure. 

· The computers on which these backups are stored are kept in secure data centers, where various security measures are used to maintain the protection of the computers from physical access by unauthorized persons. 

· [NAME OF COMPANY] employs various security measures to maintain the protection of these backups from unauthorized use or disclosure. 
· Consider finding descriptions of security measures on the company’s website and including them here. 
Here are things to keep in mind about my record-keeping system:

· While my data backup company and I both use security measures to protect these records, their security cannot be guaranteed. 

· Some workforce members at [NAME OF COMPANY], such as engineers or administrators, may have the ability to access these records for the purpose of maintaining the system itself. As a HIPAA Business Associate, [NAME OF COMPANY] is obligated by law to train their staff on the proper maintenance of confidential data and to prevent misuse or unauthorized disclosure of these records. This protection cannot be guaranteed, however.

· If any other parties have access to your electronic records, identify them here. 
